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STATE OF LOUISIANA
DEPARTMENT OF EDUCATION
DATA SHARING AGREEMENT

WHEREAS, the Family Educational Rights and Privacy Act (FERPA), 20 U.S.C. 1232¢g and its
implementing regulations codified at 34 C.F.R 99. 1 et seq. and La. R.S. 17:3914 make personally
identifiable student information and other student level data in education records confidential and,
subject to certain exceptions, prohibit the disclosure of such information to third parties and impose
penalties, including criminal penalties, for unauthorized disclosures of such data to third parties,

WHEREAS, La. R.S. 17:3914, Family Educational Rights and Privacy Act (FERPA) 20 U.S.C.
1232¢g and its implementing regulations codified at 34 C.F.R 99. 1 et seq., particularly 34 C.F.R.
99.31(b)(1), allow for the sharing of student-level data with organizations under circumstances in
which parental permission has been obtained,

WHEREAS, FERPA and its implementing regulations at 34 C.F.R. 99.31(a)(4)(i) and La. R.S.
17:3914 (K) allow for the disclosure of personally-identifiable student information with a third party
if the disclosure is in connection with financial aid for which the student has applied or which the
student has received and the information is necessary to:

e determine eligibility for the aid,
e determine the amount of the aid,
e determine the conditions for the aid, or

e enforce the terms and conditions of the aid.

WHEREAS, La. R.S. 17:3914, FERPA and its implementing regulations, allow for an educational
agency or institution to share personally identifiable student-level data with other educational
agencies or institutions for admissions purposes,

WHEREFORE, the Louisiana Department of Education (hereinafter referred to as “LDE”) and

Louisiana Board of Regents’ Office of Student Financial Assistance, (hereinafter referred to as
“BOR”) do enter into this Agreement subject to the terms and conditions as specified herein.

1. Purpose of the Disclosure

BOR agrees to collect and use any data disclosed to it pursuant to this Agreement solely for the
purposes of determining student financial aid.

2. Data

The LDE agrees to provide BOR with the following student-level data, where the student’s parent
has provided written consent for the disclosure of such information:

e Student Transcript Data
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Academic Endorsement Code

ACT Site Code

Alternate Performance Credit Count
Alternate Performance Criteria Flag
American Indian Or Alaskan Native Race Flag
Asian Race Flag

Beginning School Session Year

Black Or African American Race Flag
Career Option Code

Category Level Credit Required Count
Category Requirement Met Flag
Class Rank Number

Class Rank Percent

Class Size

Computed Grade Point Count

Core Curriculum Met Flag

Core Curriculum Waiver Flag

Course Beginning School Session Year
Course Code

Course Part Number

Course Site Code

Course Site Name

Course Sponsor Code

Course Type Code

Credit Applied Count

Credit Attempted Count

Credit Carnegie Count

Credit Earned Count

Credit Units Allowed Count

Credit Units Attempted Count

Credit Units Earned Count

Credit Units Passed Count

Credit Units Required Count

Credit Units Waived Count

Diploma Pathway Code

Distance Learning Course Type Code
Dual Enrollment PostSecondary Credit Hours
Dual Enrollment PostSecondary Site
eScholarVerificationDate

Ethnic Code

Export Date

Grade 9 Entry Year

Grade Placement Code

Grade Point Maximum Count
Graduate Class Rank

Graduate Class Rank Percent
Graduate Class Size

Graduated

Graduation Date
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Graduation Date

Hispanic Latino Ethnic Flag
Last update date

Letter Grade

Local Course Code

Local Id Number

Middle Name

Native Hawaiian Or Other Pacific Islander Race Flag
Overall GPA Count

Parental Consent Flag

Quality Points Awarded Count
Relative GPA

Rounded GPA

Semester Code

Sex Code

Site Certified

Site Code

Site Name

Sponsor Code

Student Core Award Last Update Date
Student Id Number

Student Last Update Date
Suffix Name

Tech Endorsement Code
TOPS award type

TOPS award type description
Tops Category Set Description
Tops Category Set Number
Tops Core Category Description
Tops Core Category Number
Tops Core Requirement Flag
Tops GPA Rounded Count
Tops GPA Truncated Count
Tops Grade Point Count
Transcript Course Name
Truncated GPA

White Race Flag
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o The following elements will be provided by the LDE’s Unique Identifier System:
o Student full name
o Date of birth
o Social Security Number

The State reserves the right to withhold any of the foregoing data if the State determines, in its sole
discretion, that disclosure of such data would violate any provision of state or federal law.
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3. Confidentiality

This Agreement is entered into by BOR and the LDE in accordance with the provisions of FERPA,
its implementing regulations and R.S. 17:3914. The parties hereby acknowledge that all documents
which include personally identifiable information contained in or derived from a student’s education
records are deemed confidential pursuant to FERPA and R.S. 17:3914 and will not be disclosed by
BOR to any third party.

BOR shall retain the original version of the data at a single location and shall not make a copy or
extract of the data available to anyone except those who have a need for the data for the purposes
listed above or for standard disaster recovery procedures. While in its possession, BOR shall
maintain the data, whether in hard copy or electronic form, in an area that has limited access only to
authorized personnel. BOR shall not permit removal of the data from the limited access area. BOR
will ensure that access to the data maintained on computer files or databases is controlled by
password protection. BOR shall establish procedures to ensure that the target data cannot be
extracted from a computer file or database by unauthorized individuals. BOR shall maintain all
printouts, discs, or other physical products containing student-level data in locked cabinets, file
drawers, or other secure locations when not in use. BOR shall, under supervision of the LDE,
destroy the data provided pursuant to this Agreement, including all copies, whether in electronic or
hard copy form, in accordance with La. R.S. 17:3914.

4. Restrictions on Use

BOR shall not use the data for any purpose not expressly permitted in this Agreement. BOR cannot
disclose any document, whether in hard copy or electronic form, or otherwise disclose to any third
party, except as permitted herein, any student-level data or information in any form whatsoever or
under any circumstances which would directly or indirectly makes a student’s identity easily
traceable. Any questions by BOR regarding the implementation of this Agreement shall be directed
to:

Laura Boudreaux
Director of Strategic Research and Data Privacy
Louisiana Department of Education
1201 North Third Street
Baton Rouge, LA 70803
225-219-7368
Laura.Boudreaux@LA.GOV

5. Indemnification

BOR shall defend, indemnify and hold harmless the LDE and any and all of the LDE’s directors,
officers, officials, employees, agents, and representatives against and from any and all costs,
expenses, damages, injury or loss, including reasonable attorney’s fees, to which they or any of them
may be subject from any student, teacher or any other third party as a result, directly or indirectly, of
any disclosure of data, once the data has been sent by the LDE to BOR pursuant to this Agreement
and during the time BOR is in possession of the data, if the disclosure is caused by any act or
omission of BOR under this Agreement.
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6. Audits

Pursuantto in La. R.S. 17:3914, BOR shall permit the LDE or its authorized representatives to carry
out security or audit checks pertaining to BOR’s security and usage of PII. BOR shall cooperate with
the LDE. The LDE or its authorized representatives shall have access at all reasonable times on
working days during working hours at BOR’s business premises to BOR’s employees, together with
records, books and correspondence and other papers and documentation or media of every kind in
possession of BOR and BOR’s employees pertaining to this Agreement that are necessary for the
LDE to carry out such security and audit checks. The LDE or its authorized representatives shall
have the right to reproduce and/or retain copies at its expense of any of the aforementioned
information and documents. No person or entity will access PII except as authorized by law.

7. Security Breach

As used in this Contract “Security Breach” means any act or omission by BOR after the data has
been transferred from LDE to BOR, or any act or omission by a Postsecondary Education Institution
after the data has been transferred from BOR to the Postsecondary Education Institution, that
compromises either the security, confidentiality or integrity of personally-identifiable student
information or the physical, technical, administrative or organizational safeguards put in place by
BOR or the Postsecondary Education Institution that relate to the protection of the security,
confidentiality or integrity of P1I, or receipt of a complaint in relation to the privacy practices of BOR
or the Postsecondary Education Institution or a breach or alleged breach of this Contract relating to
such privacy practices.

BOR shall take reasonable steps and best efforts, in accordance with industry standards, to prevent
security breaches. BOR shall also take reasonable steps, in accordance with industry standards, to
immediately remedy any security breach and prevent any further security breach at BOR’s expense in
accordance with standard industry practices and applicable law.

BOR shall:(i) provide the LDE with the name and contact information for an employee of BOR who
shall serve as the LDE’s primary security contact and shall be available to assist LDE twenty-four
(24) hours per day, seven (7) days per week as a contact in resolving issues and fulfilling obligations
associated with a security breach; (ii) immediately notify LDE in writing of a security breach after
BOR becomes aware of it; and

Immediately following BOR’s notification to the LDE of a security breach, BOR and the LDE shall
coordinate with each other to investigate the security breach. BOR agrees to fully cooperate with
LDE in LDE’s handling of the matter, including, without limitation: (i) assisting with any
investigation; (ii) providing the LDE with physical access to the facilities and operations
affected;(iii) facilitating interviews with BOR’s employees and others involved in the matter; and
(iv) making available all relevant records, logs, files, data reporting and other materials required to
comply with applicable law or industry standards and as otherwise required by the LDE and (v)
providing any notices to persons or organizations affected by the security breach as required by law
and as required by the LDE.

Immediately following notification to BOR of a security breach at a Postsecondary Education
Institution, that Postsecondary Education Institution and BOR shall coordinate with each other to
investigate the security breach, and BOR shall notify LDE of any such breach.
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8. Liaison Officials

Each party’s liaison for the implementation of this Agreement and for receipt of all notices or other
communications required or permitted under this Agreement is:

Laura Boudreaux
Director of Strategic Research and Data Privacy
Louisiana Department of Education
1201 North Third Street
Baton Rouge, LA 70803
225-219-7368
Laura.Boudreaux@LA.GOV

Karthik Poobalasubramanian
Senior Programmer/Analyst
P.O. Box 3677
Baton Rouge, LA 70821-3677
Karthik@laregents.edu
225-342-4253

9. Term of Agreement

This Agreement shall begin on June 30, 2021 and shall terminate on June 30, 2026. The effective
date of this Agreement may be extended only if an amendment to that effect is duly executed by the
parties and approved by the necessary authorities prior to said termination date. If any party informs
the other parties that an extension of this Agreement is deemed necessary, an amendment may be
prepared by one party for appropriate action by the other parties.

10. Termination

The parties may terminate this Agreement at any time by giving 30 days written notice of such
termination to the other parties for good cause. The effect of such termination will be that the
Postsecondary Education Institution(s) would begin to directly obtain the student educational
records, including personally identifiable student-level data, directly from LDE or from the state
school from where the student matriculated, without the need for BOR to obtain the information
from LDE and then transferring to the Postsecondary Education Institution(s). Systems agree to
work toward identification of alternative avenues toward obtaining necessary student educational
records, including personally identifiable student-level data, directly from the state school from
which the student has graduated. Implementation of such a process would be considered good cause
for immediate termination of this agreement by that System with written notice.

11. Assignment of Contract

BOR shall not assign any interest in this Agreement by assignment, transfer, or novation, without
prior written consent of the LDE.
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12. Modification or Amendment

This Agreement shall not be modified, altered or changed except by mutual consent of the parties.
Furthermore, any modification or amendment shall not be effective unless made in writing, clearly
stating the changes being effected and unless duly executed by an authorized representative of each

party.
13. Jurisdiction, Venue and Governing Law

Exclusive jurisdiction and venue for any and all suits between the LDE and BOR arising out of, or
related to, this Agreement shall be in the 19" Judicial District Court, Parish of East Baton Rouge,
State of Louisiana. The laws of the State of Louisiana, without regard to Louisiana law on conflicts
of law, shall govern this Agreement.

13. Survival

The obligations of BOR, under Clauses 1, 3, 4, 5, 12 and 13 shall survive expiration and/or
termination of this Agreement. The obligations of BOR, under Clauses 6 and 7 shall survive
expiration and/or termination of this Agreement until the obligation to destroy data as set forth herein
has been fully met.

THUS DONE AND SIGNED at Baton Rouge, Louisiana, on the day, month and year first written
below.

IN WITNESS WHEREOF, the parties have executed this Agreement as of this 15" day of May,
2021.

DocuSigned by:

[ (ade oy
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Dr. Cade Brumley
State Superintendent of Education

DocuSigned by:

kim tundur—fud
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Dr. Kim Hunter-Reed,
Commissioner of Higher Education
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